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robert baskerville D) Posted: Fri Aug 20, 2004 1:37 am  Post subject: Be Afraid! First [ quote ) (ZY€ edit | () (iF)
Transplanted PGP Signature Enclosed....
Joined: 23 Dec 2003 Thought I'd better make my 900th post something special so....
Posts: 900
Location: Universidad e . . . . .
Autdnoma Barcelona Enclosed you will find what is, I believe, the first published example of transplanting

a PGP Signature from ONE entity to ANOTHER without breaking it....

Background to this is here discussing the collisions in MD5.
This little experiment just brought it home with a bit of a thump though.

Take these two data files:

uudecode these two to get filel.dat and file2.dat
Now here is a PGP signature made with my old Legacy RSA PGP Key (available from

the public keyservers):

Version: PGP 8.1
Comment: www.vistorm.com/pgp

iQCVAWUAQSU1bszv]GZSHZ+5AQHDLAQASMQAzid5xezdDtb4o0EWq/W4AcUNQiU4d
spL6amENOEK+iNXVLCbg6FIF7NYmYKOupwMx58V7KjIXwd7Kg/dNLv+yLoQCShNI
zXi3063C38W4RxJRsw8teyS+Qm9rKapNfDIfwKqrBUBWSvVITZ/H2zYfdIXdhIAZS
LWkO+HOt28E=

=y0Di

Here is the question:

Q: WHICH FILE DID I SIGN?

A: you cannot tell because the signature verifies for BOTH files despite the two files
being different....

Note that this Legacy RSA key is 1024 bit but that the SIZE of the key is irrelevant -
the same would work for a 512 bit or a 2048 bit key since the problem lies with the

MD5 hashing.

(You can see the files filel.dat and file2.dat are different if you "diff" them or
compare SHA-1 hashes, or just read the bytes)

Q: WHAT does this mean?

A: using Legacy RSA Keys for signatures is a Bad Thing(tm) in some circumstances
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(only) now
Here is a signature I made on the same file as the first signature, but using an

RSA/RSA key:

Version: PGP 8.1
Comment: www.vistorm.com/pgp
=4Wbv

NOW you can see which file I signed....

Q: what does this mean for S/MIME signatures?
Q: what does this mean for x.509 certs?

Whilst this is a logical outcome of the MD5 collision, it is something I never
expected to see myself....

Robert Baskerville

Principal Security Consultant, R&D
Vistorm Ltd

pgp://0xC563050C
pstn://+447973216090/is/robert/there?
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